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Special thanks to

The LACTLD community, 

for bringing us the chance to share 
this awareness presentation.



3

I want to dedicate this 
presentation to my 
beautiful wife and 
children… 

Because keeping the 
Internet Safe for them is 
what inspires me to do 
this relevant work …
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Agenda

1. CP/CSAM? What is this? [video]

2. How to measure “success” applying and 

being compliant with a domain’s anti-abuse 

policy?

3. A complex “reputational clarification” 

enterprise project (challenge?)

4. Lessons Learned

5. Q&A
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CP/CSAM

[ VIDEO ]

https://www.youtube.com/watch?reload=9&v=ZSVyTJPcYH0

https://www.youtube.com/watch?reload=9&v=ZSVyTJPcYH0
https://www.youtube.com/watch?reload=9&v=ZSVyTJPcYH0


6

Online Sexual Exploitation & Abuse

Source: International Association of Internet Hotlines

(INHOPE) – 2018 Report
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http://88.208.218.79/Libraries/IC-CAM_IHRMS/INHOPE_Statistics_Report_2018.sflb.ashx
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How to measure

“success” applying and 

being compliant with a 

domain’s anti-abuse 

policy?
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Domain’s Anti-Abuse: metrics for success?

.CO Security: Our Relationship

• Identification of trustworthy 

sources/feeds and sharing 

information agreements with 

relevant cybersecurity partners

and stakeholders

• Memberships and Partnerships

to security related organizations

– Anti-Phishing Working Group

– FIRST (NEUCIRT – CO-CERT)

– M3AAWG.ORG 

– DNS-OARC (DNS R&D)

– NCMEC (CP/CSAM)

– EU-CICILE (EU-LEA’s)

– Secure Domain Foundation

– World Economic Forum -

Resilience

– And many others (under NDA)
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Domain’s Anti-Abuse: metrics for success?

Source: MINTIC’s monthly reports
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Domain’s Anti-Abuse: metrics for success?

How many domain 

issues/incidences/breaches/

vulnerabilities make a good-

enough KPI’s baseline for 

“success”?
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Domain’s Anti-Abuse: metrics for success?

As mainly tech related people, 

we’re focused on ccTLD/DNS’s 

SSR and performance matters …
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Domain’s Anti-Abuse: metrics for success?

What about ccTLD’s 

(brand) reputational, 

image, trust and credibility

matters? That’s not a tech 

–somehow- related 

responsibility?
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A complex 

“reputational

clarification” 

enterprise project 

(challenge)



17



19

• REDPAPAZ-TEPROTEJO initial dialogue/interaction

• Understanding CP/CSAM context & matters (legal, LEA’s, 

regulations, local/regional/global approach)

• Meetings with local LEA’s, MINTIC (EN-TIC-CONFIO program), 

TEPROTEJO (local hotline), ICBF (Colombian child protection 

entity)

• Active attendance, engagement and involvement in the 

national child protection multiple stakeholders committee 

(monthly meetings).

An Action Plan …
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An Action Plan …

• Partnership with IWF and Police

– Real-time .CO Alerts to competent LEA

– Same-day feedback and official request from competent LEA

– Notification to .CO RR’s based on local LEA request

– Weekly –stats- follow-up from IWF and LEA

– Enterprise’s Public Relationship (PR) & Communication’s sustained
and aggressive campaign

– Answers to clarifications and actions official inquiries from Presidency 
and Ministry instances [LETTER].

IWF LETTER.PDF
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IWF’s letter to .CO
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“Zero-Tolerance” to CP/CSAM 

on .CO
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Lessons Learned …

• KEY: proactive 

collaboration/cooperation strategy in 

place

– Multiple actors involved

– Continuous feedback and follow-up
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Lessons Learned

• A CP/CSAM case related to one URL 
within one .CO domain could negatively 
impact the

– image, reputation, credibility and trust

• of the .CO ccTLD and hence put RR’s, 
Registrants and netizens (child 
community) in risk.
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Additional References …

• .CO and CSAM matters:

– https://www.cointernet.com.co/noticias/comunicados/co-internet-neustar-e-

iwf-se-unen-para-proteger-a-los-ninos/

– https://www.home.neustar/blog/neustar-iwf-partner-protect-children-

adolescents-digital-environments

– https://www.home.neustar/blog/zero-tolerance-approach-zero-percent-

dotco-domains-csam

– https://computerworld.co/colombia-certificada-en-la-lucha-contra-sitios-

web-asociados-a-abuso-infantil/

https://www.cointernet.com.co/noticias/comunicados/co-internet-neustar-e-iwf-se-unen-para-proteger-a-los-ninos/
https://www.home.neustar/blog/neustar-iwf-partner-protect-children-adolescents-digital-environments
https://www.home.neustar/blog/zero-tolerance-approach-zero-percent-dotco-domains-csam
https://computerworld.co/colombia-certificada-en-la-lucha-contra-sitios-web-asociados-a-abuso-infantil/
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Additional References …

• Other sources:

– https://www.consumer.ftc.gov/blog/2019/09/youtube-pays-big-tracking-

kids?utm_source=govdelivery

– http://www.inhope.org/

– https://www.interpol.int/Crimes/Crimes-against-children

– https://www.ecpat.org/wp-content/uploads/2018/07/ECPAT-International-Report-Trends-

in-Online-Child-Sexual-Abuse-Material-2018.pdf

– https://www.longdom.org/open-access/cyber-criminology-algorithmic-vs-heuristical-

approaches-for-analysis-within-the-human-trafficking-domain-0976-4860-1000146.pdf

– https://www.unicef.org/publications/index_101992.html

https://www.consumer.ftc.gov/blog/2019/09/youtube-pays-big-tracking-kids?utm_source=govdelivery
http://www.inhope.org/
https://www.interpol.int/Crimes/Crimes-against-children
https://www.ecpat.org/wp-content/uploads/2018/07/ECPAT-International-Report-Trends-in-Online-Child-Sexual-Abuse-Material-2018.pdf
https://www.longdom.org/open-access/cyber-criminology-algorithmic-vs-heuristical-approaches-for-analysis-within-the-human-trafficking-domain-0976-4860-1000146.pdf
https://www.unicef.org/publications/index_101992.html
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Additional References

• Other related videos:

– https://www.youtube.com/watch?v=EzAaElaOaVE

– https://www.youtube.com/watch?v=9S2QvFCaNME

https://www.youtube.com/watch?v=EzAaElaOaVE
https://www.youtube.com/watch?v=9S2QvFCaNME


Thanks!

Q & A


