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Vulnerabilidades del DNS
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Vulnerabilidades de DNS
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¿Qué Medir?
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¿Qué Medir por cada nombre de dominio?
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¿Qué Medir por cada Servidor Autoritativo?
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¿Cómo Medirlo?
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Datos de Entrada
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Mediciones para cada Dominio
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Mediciones para cada Servidor Autoritativo(1)

10



Mediciones para cada Servidor Autoritativo(2)
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Resultados
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Dispersión de Servidores de 
Nombres
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Dispersión de Servidores de Nombre
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Dispersión de Servidores de Nombre
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nsnum >= 2 (%) 98.03% 98.09% 98.19% 98.27% 98.34% 98.45% 98.50% 98.52% 98.62%
nsnum >= 3 (%) 36.05% 36.21% 36.86% 36.91% 37.42% 37.66% 37.62% 37.96% 38.74%



Dispersión de Servidores de Nombre
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asn >= 2 (%) 33.64% 33.84% 33.19% 32.81% 32.99% 32.19% 32.50% 32.11% 31.99%
asn >= 3 (%) 12.42% 13.82% 14.29% 14.19% 14.74% 15.26% 16.26% 16.33% 16.66%



Dispersión de Servidores de Nombre
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country >= 2 (%) 23.61% 24.23% 22.99% 23.21% 23.57% 22.24% 23.97% 23.86% 23.26%
country >= 3 (%) 1.84% 1.89% 1.96% 1.95% 2.06% 1.93% 10.52% 10.56% 10.89%



Dispersión de Servidores de Nombre
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all>=2 (%) 22.96% 23.46% 22.08% 22.24% 22.63% 21.43% 22.12% 21.53% 20.82%
all>=3 (%) 0.97% 1.05% 1.09% 1.11% 1.23% 1.20% 9.60% 9.63% 10.07%
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Dominios con Servidores de 
nombre con IPv4 vs IPv6
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Dominios con Servidores de nombre con 
IPv4 vs IPv6
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No ip 1.43% 1.87% 1.37% 1.46% 1.36% 1.30% 1.32% 1.36% 1.31%
IPv4 & IPv6 16.36% 16.86% 17.27% 18.13% 18.83% 19.41% 18.77% 19.57% 20.80%
Only IPv4 82.22% 81.27% 81.36% 80.40% 79.81% 79.29% 79.91% 79.07% 77.89%
Only IPv6 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
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DNSSEC
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Nivel de implementción de DNSSEC
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No dnssec (%) 99.55% 99.52% 99.51% 99.32% 99.26% 99.30% 99.57% 99.44% 99.22%
dnssec fail (%) 0.11% 0.12% 0.14% 0.15% 0.18% 0.20% 0.19% 0.23% 0.28%
dnssec ok (%) 0.34% 0.35% 0.35% 0.53% 0.55% 0.50% 0.23% 0.33% 0.50%



Errores típicos encontrados

26

Negación de 
Existencia (%) 62.53% 64.04% 64.39% 66.57% 66.06% 65.62% 61.18% 68.44% 61.58%
Validación de llaves 
(%) 14.46% 12.81% 12.44% 8.57% 7.40% 6.73% 4.71% 5.23% 6.15%
Validación de DS 
(%) 70.26% 70.88% 74.49% 75.00% 76.31% 78.86% 85.86% 81.29% 80.32%



Nivel de cumplimiento de 
recomendaciones de servidores 

de nombre
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Permite Recursividad fail 
(%) 2.19% 2.48% 2.66% 2.49% 1.51% 1.23% 1.08% 0.70% 0.54%
Permite Recursividad 
comply (%) 97.81% 97.52% 97.34% 97.51% 98.49% 98.77% 98.92% 99.30% 99.46%
EDNS activado fail (%) 4.06% 3.66% 3.91% 4.24% 3.29% 2.58% 1.92% 1.95% 2.08%
EDNS activado comply 
(%) 95.94% 96.34% 96.09% 95.76% 96.71% 97.42% 98.08% 98.05% 97.92%
comunicacion TCP fail 
(%) 5.04% 4.98% 5.10% 7.97% 4.17% 4.02% 3.42% 2.53% 2.28%
comunicacion TCP 
comply (%) 94.96% 95.02% 94.90% 92.03% 95.83% 95.98% 96.58% 97.47% 97.72%
Transferencia de zona 
TCP fail (%) 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Transferencia de zona 
TCP comply (%) 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
Respuesta a consultas 
LOC fail (%) 0.01% 0.01% 0.01% 0.01% 0.01% 0.01% 0.01% 0.01% 0.01%
Respuesta a consultas 
LOC comply (%) 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99% 99.99%

Cumplimiento de recomendaciones de NS
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Conclusiones



Conclusiones (1)
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Conclusiones (2)
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Conclusiones (3)
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Conclusiones (4)
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